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Data Protection, marketing and electronic commerce

NB: 
This summary has been prepared for information only.  It is not intended to be a full or accurate statement of the law.

1) The 1998 Data Protection Act gives individuals the right to ‘require’ their data not to be used for direct marketing purposes.  

2) The definition of direct marketing is not particularly helpful, being more concerned with establishing that it relates to any type of communication with individuals, but not addressing the question of the content, beyond describing it as “advertising or marketing material”.  It is likely that any approach intended to encourage the recipient to support your organisation, whether in financial or practical terms, could be construed as marketing.

3) One implication of the right to opt out of marketing is that whenever data is being collected which is intended to be used for ‘marketing’ purposes, this should be acknowledged and an opt-out box should be offered.

4) Where data is acquired without such an opt-out being offered, the Data Subject should be informed at the earliest reasonable opportunity of how to exercise their right to opt out.  Under the EC Directive which the UK Data Protection Act is designed to implement (95/46 EC), this right must be exercisable ‘free of charge’.  Custom and practice (and more recent legislative provision) suggest that normal communication costs such as the cost of postage or a brief telephone call would be allowable, but certainly no premium rate service or additional charge.  Where a freepost or freephone option can be provided, this is preferable.

5) Data Subjects are allowed to change their minds.  Consent in this and other areas discussed below can be withdrawn, and a right which is not initially exercised can be exercised subsequently, and must then be acted on.

6) Additional rights to restrict telephone and fax marketing were provided in the 1999 Telecommunications (Data Protection and Privacy) Regulations.  These are now replaced by the 2003 Privacy and Electronic Communications (EC Directive) Regulations (SI 2003 No. 2426), which came into effect on 11 December 2003.

7) The 2003 Regulations are a significant tidying up exercise, as well as extending marketing restrictions into new areas.

8) Under the 2003 Regulations there are restrictions on marketing by phone, fax, e-mail and text message.  In brief the provisions relating to any ‘individual subscriber’ — which includes an unincorporated association — are:

· Telephone marketing is prohibited if the subscriber’s line is on the Telephone Preference Service register.  If the individual gives specific consent to the contact, this over-rides any register entry.

· Fax marketing is prohibited unless the individual has given specific prior consent.

· E-mail and text message marketing is permitted if the recipient is an existing customer and the marketing relates to similar goods or services being offered by the same organisation.

· E-mail and text message marketing to anyone else is prohibited unless they have given specific prior consent.

9) In all of these provisions there is a complication which is not fully addressed.  All the rights belong to the subscriber and apply to the line, rather than to individual users of the line or e-mail service.  It does not appear possible for one member of a family, for example, to give consent to being contacted while others withhold consent.

10) A significant effect of this is that e-mail marketing to private individuals at work e-mail addresses is not restricted.  However, unincorporated associations are, for these purposes, individuals and should, therefore, benefit from the restrictions.  It is hard to see how a marketing company could reliably make this distinction.

11) All advertising or marketing e-mails must contain clear instructions on a simple procedure to opt out of receiving them in future.

12) The Information Commissioner has adopted a fairly relaxed approach to the use of e-mail details that were collected before the Regulations came into force.  For a limited period it appears permissible to use these to send advertising or marketing material, in the absence of a positive opt-in, provided every message includes clear instructions on how to opt out.

13) The Regulations also restrict the use of cookies.  In the main you have to warn people before you install a cookie on their machine and give them the opportunity not to have it installed, unless it is either:

· for the ‘sole purpose’ of carrying out or facilitating the communication, or

· ‘strictly necessary’ for the provision of a service requested by the user.

14) Again, the guidance is fairly relaxed.  As long as the information about how you use cookies is readily available on your web site, and as long as it is possible to opt out of receiving them (even if the functionality of the site is thereby impaired), it appears that you do not in fact have to give prior warning.

15) The Electronic Commerce (EC Directive) Regulations 2002 (SI 2002 No. 2013) put into effect Directive 00/31/EC and cover ‘information society services’.  These are described, in short, as ‘any service normally provided for remuneration, at a distance, by means of electronic equipment for the processing and storage of data and at the individual request of a recipient of a service’.

16) The Regulations therefore cover sales or marketing on a web site or by e-mail.  They apply to products or services, including services provided free of charge to the recipient (for example funded by advertising), and almost certainly to on-line membership recruitment.  It is not clear whether they apply to on-line fundraising, but it would be prudent — and good practice — to apply the principles in the Regulations to all on-line financial transactions.

17) The parts of the Regulations that are most relevant here are those requiring transparency and the provisions for concluding a contract electronically.

18) Assuming that your organisation is the service provider you must ensure that you ‘make available’ to the recipient ‘in a form and manner which is easily, directly and permanently accessible’, among other things:

· the organisation’s name and official address.

· contact details, including an e-mail address, that allow you to be contacted ‘rapidly’, ‘directly’ and ‘effectively’.

· details of your registration in any ‘trade or similar register’.  This could presumably include charity registration details.

· your VAT number, if applicable.

19) As well as providing e-mail contact details, it is good practice to provide a phone number so that people have an alternative means of contacting you or checking your bona fides.

20) ‘Commercial communications’ (essentially, marketing material) must be identified as such, and if unsolicited marketing is sent by e-mail it must be ‘clearly and unambiguously identifiable as such as soon as it is received’.  This could be taken to mean that the subject line of any marketing e-mail must indicate that it contains marketing material.  [This provision predates the subsequent e-mail opt-out provided in the 2003 Regulations.]

21) Where the whole transaction takes place electronically, you must, among other things:

· make the process clear, comprehensible and unambiguous so that the user knows that they are entering a contract, and knows how to check it and amend the details before confirming the transaction.

· allow them to keep a copy of any terms and conditions.

· acknowledge receipt of any order without undue delay, and by electronic means.



If you fail to comply, a contract will not be valid and you may have to compensate the user.

22) Sales via a web site must also comply with the Consumer Protection (Distance Selling) Regulations 2000 (SI 2000 No. 2334) which implement European Directive  97/7/EC.  The main relevant provisions are that:

· the consumer must be given clear information about the goods or services offered.

· after making a purchase the consumer must be sent confirmation.

· the consumer has a cooling off period of seven working days.

23) More information on e-commerce is available from the DTI web site (www.dti.gov.uk).
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